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PRIVACY SERVICES IN WAN GATEWAYS
Working Group 1 (WG1) document N738 specifies a residential gateway for linking Home Electronic System with a wide area network.  Public Works and Govern​ment Services Canada has created the Canadian Automated Building Protocol (CAB Protocol) for managing public buildings in Canada.  These buildings may be located at remote sites.  The CAB Protocol includes TCP/IP in the protocol to facilitate remote access via the Internet.  System security was a design criterion in developing the CAB Protocol.  We believe that these security features should be considered by WG1 for enhancing the privacy features of HomeGate.  As well, because of the expanded scope of the working group to include C3B, building automation, we also suggest the working group expand the discussions of gateways to address these systems as well.

Public Works and Government Services Canada in maintaining a large number of public buildings in a widely distributed geographic area, has addressed a number of the issues that are presented in the N738 document.

Authority access masks

The CAB protocol includes an additional attribute, the authority access mask, in the objects and services.  With these masks, plus an operator mask, restriction levels for the points and services can be based on the authority of the operator (up to 16 levels).

An example can clarify how these restrictions can work:

Assume that two types of users are defined - the average user and a system operator.  The average user could be allowed to only inquire the temperature setpoint, while a system operator could perform any command on any point.  The average user, in this case, would be prevented from changing the setpoint or inquiring another point. 

Access control services

No service requests (except for event notification, broadcast and network management services) from another device will be processed until a valid sign-on service request (containing an operator name and encrypted password) has been accepted by a network device.  The following service requests support these features:
· CAB-Confirmed-SignOn

An operator at an OWS requests access to a network node device (a CAB-Gateway or a controller programmed with the CAB Protocol).

· CAB-Confirmed-SignOff

An operator cancels access control for a network node device.

· CAB-Confirmed-Inq-SignOns

The sender requests the data about each operator signed-on.  Among these data are the operator name, temporary number assigned for the present operating session, and the network node device name and address.

· CAB-Confirmed-Request-Ticket

An “enhanced security mode” feature of a CAB-Gateway.  The CAB-Gateway issues permission for an operator to sign-on for a pre-specified length of time.

· CAB-Confirmed-SignOn-Secure

Establish the access control authority mask in a network node device for the current operator using a sign-on ticket.

Operator Access Control Utilities

The following services are provided to allow a local application entity, with sufficient access authority, to read and set the operator access control parameters in a remote application entity.  These parameters include valid operator names, passwords, and operator access authority masks.  All passwords will be encrypted for transfer over the network.

· CAB-Confirmed-Inq-Pass

Request operator password for a specified operator (or all operators). The password is encrypted using a key passed in the argument.

· CAB-Confirmed-Set-Pass

Set the password for a specified operator.

· CAB-Confirmed-Del-Pass

Delete the operator access data for a specified operator.

HomeGate or WAN gateway?

The following diagram is presented for discussion purposes to help defining the scope.
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