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Introduction


The Context of this proposal is HES standardization activity.


Scope of this Document


This document proposes an architectural model for a residential gateway within the context of the HES (Home Electronic System) standard.  This document does not attempt to identify fully a set of functional requirements but relies on such requirements as were identified in an earlier document, WG1/N710 “HomeGate: Current Issues on Broadband Interworking and the Residential Gateway.”


Note that, while the residential gateway architecture that is proposed here is based on the HES standard, it is intended to be consistent with other residential gateway proposals and standards now being developed by other standards bodies�.  In particular, a residential gateway that is implemented using the proposed architecture could accommodate multiple home networks, one of which would be, by assumption, HES.


HomeGate Functional Requirements


language translation


firewall (security, privacy) providing bi-directional protection


encoding agreement between resident & service provide 


limit service provider from going beyond the service agreement with the provider
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Figure 1—HomeGate Functions


�
Essential Terminology





HES—HES (Home Electronic System) is defined as a home control system that conforms to the HES standards and can be comprised of three classes of service: Class 1) control services (e.g., control, monitoring, measurement, alarm or low speed data), Class 2) medium bandwidth data (information) services (e.g., voice telephony, baby monitor, etc.), and Class 3) high bandwidth data (information) services (i.e., computer data, video, high speed isochronous data, etc.).  An HES Class 1 is the most basic service and provides a signaling system for Class 2 and Class 3 services.  For instance, HES Class 1 might serve stand alone functions such as lighting control, energy management, security monitoring, and also manage  signaling paths for Class 2 and Class 3 services.  Managing a signal path would include resource allocation (i.e., channel allocation, address assignment, etc.), start, stop, and network management.  In summary, HES Class 1 is a signaling overlay network or backbone for basic home control functions and for supporting HES Class 2 and Class 3 services.


CONTROL CHANNEL—HES Class 1.�Control information or data information may be carried on the Class 1 control channel.  Control information is information that is meaningful to the home control network operation.  Data information is program material or other high volume data that has no meaning to the HES network but is being transparently passed to some information appliance on the HES for display or interpretation by specific application devices.


DATA CHANNEL—HES Class 2 or Class 3


WAN—Wide Area Network is a term used here to denote any external network service (originating outside the home or premises) and under the control of external service providers.  A WAN might employ a wide range of protocols and services such as cable television, conventional switched voice telephony (PSTN), ISDN telephony and data services, electric power, DBS (Direct Broadcast) satellite, broadcast radio or television, internet access (perhaps via xDSL or cable), MMDS or any number of newly emerging broadband consumer services.


HomeGate—�A gateway is an interface between two dissimilar networks and operates on OSI layer 7 (application layer), in contrast to Bridges (OSI layer 2) and Routers (OSI layer 3). HomeGate is a standardized residential gateway between any number of home networks (one of which may be an HES premises network) and any number of WANs.  HomeGate performs such functions as WAN termination, protocol translation, resource arbitration, firewall security and privacy assurance.


�
HomeGate Architecture


Summary


A generalized HomeGate architectural model is shown in Figure 2.  Note that the home control channel illustrated may operate on multiple media that are interconnected via routers.  The primary controlling element of the HomeGate model is the HESA (HES Agent).  Other elements are the WASA (WAN Service Agent), the HODC (Home Data Channel) and the HASC (HES Application Specific Controller).  The HESA communicates with the WASA, the HODC and the HASC using a special HES Gateway Meta Language (HGML).  
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Figure 2—HomeGate Generalized Architectural Model


HESA


The HESA monitors the activity on the HES control channel (HES Class 1) and on the WANs. The HESA translates and arbitrates processes between them according to application-specific procedures.  A HomeGate has only one HESA.  The HESA passes information directly between the WAN and the HES or directs the transfer of information between the WAN and the HES data channels (HES Class 2 or 3).  The HESA communicates with the WASA, the HODC and the HASC using a set of HGML service primitives (e.g., READ, WRITE, INDICATE, CONFIRM, REQUEST, RESPONSE, etc.) to initiate or respond to service requests or needs originating either from the WAN or from the HES.


WASA


The WASA is the application riding above the application layer (layer 7) of a WAN protocol stack that is connected at its lowest layer to the physical WAN medium.  A dedicated WASA resides in the HomeGate for each specific WAN connection. Therefore, a typical HomeGate may consist of several WASAs, one for each WAN protocol or service (or service provider).  The service specific WASA receives and initiates messages or data flow between the HomeGate and the WAN.  The WASA passes control information or data to the HESA and data only to the HODC.  The WASA may physically reside on a plug-in module in the HomeGate.  


HASC


The HASC is an HES application specific process controller.  The HASC knows about the capabilities of various HEADs (HES Application Devices) residing somewhere on the HES network.  The HASC communicates with the HESA and with HEADs.  The HASC serves as an application manager.  The HASC also knows or learns about the capabilities of WAN services relevant to the HASC application and initiates or responds to service requests from either WAN services or HES devices (HEADs).  The HASC may physically reside on a plug-in module or may reside elsewhere on the HES network.  If the HASC is co-located with the HomeGate, it may communicate directly with the HESA using HGML.  If the HASC resides elsewhere, it must communicate with the HESA by tunneling HGML constructs to the HESA via the HES Class 1 protocol.  The HASC could also be co-located with a HEAD.


HODC


The HODC is a data channel/medium-specific application riding above the application layer (layer 7) of a home network protocol stack that is connected at its lowest layer to the physical HES data channel medium.  An HODC resides in the HomeGate for each home network data channel/medium.  In particular, there will be an HODC for each HES (Class 2 or 3) data channel/medium.  The HODC is entirely under the control of the HESA using HGML.  The HODC sends or receives data from an appropriate WASA as directed by the HESA.  The HODC is not under control of any WASA, since all HODC operations must be negotiated through the HESA.  The HODC may physically reside on a plug in module in the HomeGate.


Security Decoder


Optionally, a security decoder module can be attached to the HODC for decoding or decryption of the incoming WAN data stream for such applications as might require it.  The security decoder module may also provide encoding or encryption of an outgoing HES data stream.  The security decoder is under control of the HESA.


HGML


The HGML is a special HomeGate control language that consists of a defined set of service primitives, a set of objects and a syntax.  It is used to monitor activity on the HES and on the WAN and to exercise control of the WASA, the HODC, the security/decoder module and the HASC.


HomeGate Applications


A home may be equipped with one or more HomeGates.  The HomeGates can interconnect via a home network control channel (e.g., the HES Class 1) and share all of the network media in the home.  The HESA is equipped with arbitration features/protocols to avoid conflicts.  In cases where more than one HomeGate is installed, a specific HASC must be associated with only one HomeGate, which is accomplished during the installation/configuration process.


WASAs are WAN service-specific (i.e., medium or service provider specific) and can be supplied by WAN service providers.  HASCs and HODCs are HES media-specific and can be supplied by WAN service providers or by home HEAD appliance providers.  The HESA and the HomeGate unit(s) can be provided independently.  A typical physical model of the HomeGate is shown in Figure 3.
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Figure 3—HomeGate Physical Illustrative Model


(Description of physical model and comparison with architectural model—to be supplied.  Description of typical application examples—to be supplied).


Privacy and Firewall Functions


The HESA is the primary control element of the HomeGate.  Some privacy, security and firewall functions of the HomeGate are embedded in the HESA or provided for by the architecture of the HomeGate, but since many such functions are application-specific, they are embedded in the HASC and/or the security/decoder module.  In some cases, functions such as decoding, compression or decompression, and conditional access may be incorporated into the security/decoder module or may need to be embedded, at least partially, in the actual HEAD. This approach is consistent with other standards currently under development, such as set-back boxes, renewable security and digital television.
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