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1.
Overview

HomeGate is the informal name for an implementation of ISO/IEC 15045, the international standard for the residential gateway.  It is an open voluntary standardized system for the delivery of broadband services to the home, and for the interconnection and interworking of a wide array of home networks, systems, and products.  HomeGate is part of the Home Electronic System (HES), a coherent set of standards and technical reports that deal with communication between the many electronic products and appliances found in the home.  Such products serve a vast array of functions including entertainment, information, communication, safety, security, comfort, convenience, energy efficiency, lighting and environmental control.  HES is intended to establish, as far as possible, a basis of global compatibility, interoperability, and interworking between such products and systems.

HomeGate is a “gateway” technology.  A gateway is an interface between dissimilar networks, and the purpose of a gateway standard is to facilitate interworking between other standards when the prospect of a predominant standard in a total system is unlikely.  The arena of HES is inherently diverse, both with respect to access networks and to internal home networks, employing many standards and products, with little prospect of dominance by any one standard.

1.1
The Problem

In recent years, there has been a proliferation of HAN (Home Area Network) technologies, products and standards, both wired and wireless, as well as a growing array of broadband access or WAN (Wide Area Network) technologies capable of providing the same or similar services.  As a result, each service (product or service provider on the HAN or WAN) has needed to provide a dedicated proprietary gateway box in order to deliver their service or product.  These non-standard boxes allow little or no sharing of access functions and no assurance of interoperability or interworking between HANs or products.  This situation increases the cost and reduces the flexibility of the total system for service providers, product manufacturers and consumers.

1.2
The Solution

The solution to this problem is HomeGate, a next-generation standardized, modular, flexible and expandable platform for the delivery of broadband information to the home and the interworking of home networks of all kinds. It is intended that HomeGate provide an open standard for the next-generation expandable information platform for the home. HomeGate will replace the current plethora of other specialized “gateways” and “set-top” boxes.  HomeGate will accommodate all present and future networking technologies, both inside and outside the home including DSL, cable, satellite, wireless, and optical fiber access networks, as well as various home networks for such applications as entertainment, data, voice, energy management, security, and telemedicine.

1.3
Purpose

The HomeGate standard provides an open, modular, and expandable framework for the delivery of broadband services to the consumer that can accommodate diverse networks on both the HAN and WAN side.  It can also provide a basic firewall function that will protect the autonomy, safety, privacy, and security of the consumer, yet enable trusted relationships with preferred service providers.  A basic block diagram of the HomeGate system showing its primary functions is shown in Figure 1.





Figure 1—HomeGate System Functional Block Diagram

In addition to providing access to WAN based services, HomeGate can also enable interoperability or interworking of HAN-based appliances, products and services.  The common element is that of home services, such as:

· Entertainment/video

· Data/Internet access

· Telephony

· Energy Management

· Security Monitoring/Telemetry

· Security (firewall)—demarcation of home threshold/domain

1.4
Scope

This document provides a basic technical description of the HomeGate.  It outlines the design goals, the architecture (hardware and software) and the internal processes by which HomeGate operates.

2.
Design Philosophy

Conventional gateway or set-top box designs generally take a “one-size-fits-all” approach tailored to some defined set of services on both the HAN and WAN side.  In the quest for low cost and economies of scale in manufacturing, modularity and expandability are sacrificed, along with flexibility that service providers frequently need.  Often, the result is a “big box” that tries to accommodate many functions and services, yet frequently fails to provide the key features that are most needed in any particular situation.  These big boxes have been characterized as “set-top boxes on steroids,” and are frequently designed around a powerful central processor and operating system.

2.1
Distributed Gateway System

HomeGate takes the opposite approach.  It seeks to design around the minimum functional unit, rather than the maximum.  A HomeGate-based gateway has no central processor.  Rather, HomeGate uses a distributed computing model, employing a network of semi-autonomous interfaces and agents running in dedicated embedded microcomputers situated on individual modules or circuit cards and interconnected by an internal high speed serial bus or “backplane.”  Each module is associated with a single system or network protocol that might be hosted in any particular HomeGate configuration.  These modules are removable and are housed in a common chassis or in multiple chassis that are easily interconnected.  This system of modules is self configuring and hot-pluggable.  This approach is similar to the “blade server” architecture now widely employed in the commercial networking industry.

Much like the design of the Internet, HomeGate seeks simplicity by separating content and application from transport and delivery.  Such separation moves as much “intelligence” as possible out of the gateway.  Applications and services reside on the periphery of the gateway (i.e., in service modules or on the respective HANs and WANs) where they can grow and develop in directions not dependent on the gateway itself.

This distributed minimalist architecture provides a measure of “future-proofing” by employing internal bus and protocol or language elements that are layered and upward compatible with future additions or changes.  For example, the language elements are defined and contained in a metadata registry that can be endlessly re-configured and accessed by product developers.  Protocol stacks for and expanding list of WAN and HAN protocols are maintained in an open-source library that is also available to developers.

2.2
System Model

The generalized HomeGate system model is depicted in Figure 2, known as the CIS (Common Interoperability System) by which interoperability between all possible systems (present and future) is achieved.  






Figure 2—Common Interoperability System (CIS)

The CIS defines an abstract HES (Home Electronic System) or set of common functions served by all home systems (including individual HANs and WANs).  Each specific system is defined by a specific subset of the CIS, known as a GIWF (Generic Inter-Working Function).  The GIWF serves as a translator between the abstract (common) system and any specific system.  The abstract HES is expressed and conveyed by an RGIP (Residential Gateway Internal Protocol) that includes a common protocol and an application language.  In terms of the 7-Layer OSI Reference Model, the GIWF exists above layer 7 (application layer) in the protocol stacks associated with any particular system’s interface module processor.  A HomeGate stack model is describe further in a later section on HomeGate internal processes.

3.
Architecture

The basic physical architecture of the HomeGate including its associated architectural domains is shown in Figure 3.  





Figure3—HomeGate Architectural Domains
The HomeGate architecture consists of three domains, the Domain of the HomeGate standard and the domains of the WAN and the HAN.  The center block simply represents the HomeGate internal physical bus that conveys messages using the RGIP.  The interface modules shown in Figure 3 are provided by manufacturers seeking to support various WAN or HAN services.  Each such module includes a portion that is in conformance with the HomeGate standard and talks the language of CIS using specific GWIFs residing on each module. The modules interconnect with each other using the RGIP and internal bus.  All information processing resides on individual modules and not on the bus.  There is no specific limit to the number of modules, WAN or HAN, that may be accommodated in any given configuration.  Three basic types of modules comprise a HomeGate: WAN interface modules, HAN interface modules, and service modules.  The latter two are associated with the domain of the HAN.

3.1
WAN Interface Module

The WAN interface module is a unit that provides a complete interface between a specific WAN and the HomeGate internal bus and RGIP.  A generalized block diagram of the WAN interface module is shown in Figure 4.  For explanatory purposes, the following description will follow the flow of data from WAN to HAN.  Typical WANs might include cable, xDSL, DBS, optical fiber, or wireless (e.g., LMDS, MMDS, IEEE 802.16, etc.).






Figure 4—WAN Interface Block Diagram

The Specific WAN interface would include physical layer signaling, decoders or demodulators.  WAN Interface Processes would include data processing and any protocol stack necessary to extract the message content up to the application layer (OSI layer 7) and deliver it to the GIWF and internal gateway processes for translation into the RGIP.  The WAN interface processes are determined by the specific manufacturer and could also include any processes necessary for management of the WAN connection.  A private memory or MIB (Management Information Base) might be needed to maintain such a connection (e.g., such as information relevant to maintaining a customer account relationship, passwords, usage statistics, account codes, etc.). The use of the term “MIB” here is borrowed from the IP world, but in this case (unlike IP and SNMP) it is not intended to imply external access to the MIB by other than a specific service provider.  For instance, in the case of WAN modules, the intent is to provide a place to store private information about the WAN connection, that would allow a service provider or manufacturer to protect its customer-specific information from competitors that may also have WAN modules installed in the same HomeGate system.

The GIWF and internal gateway processes function may also have access to a MIB for storage of information that might need to be shared by the WAN and the gateway (e.g., connection status, error, data format or routing information).  Once the data has been translated into the RGIP by the GIWF process, it is passed to the RGIP internal processes, including protocol stack, that then passes it on to the internal bus and then to the appropriate HAN module(s).  The RGIP private MIB might be used to store information necessary to the proper delivery of such information (e.g., HomeGate internal configuration information, addressing and routing, gateway management information, user preferences, access codes, etc.).  

The portion of Figure 3 that lies within the domain of HomeGate is that which must be in conformance with the standard.  The structure and content of the remaining portion is entirely at the option of the specific module manufacturer. 

3.2
HAN Interface Module

The HAN interface module is a unit that provides a complete interface between the HomeGate internal bus and RGIP and a specific HAN.  A generalized block diagram of the HAN interface module is shown in Figure 5.  Again, the data flow will be traced in the WAN to HAN direction for purposes of explanation.  Typical HANs might include IEEE 1394 (Firewire or I-Link), CEBus, USB, Ethernet, IEEE 802.11 (WiFi), Bluetooth, Konnex, HomePNA, NTSC video, PAL video, or POTS.






Figure 5—HAN Interface Block Diagram

The operation of the HAN interface module follows a very similar pattern to the WAN interface module.  The internal bus delivers the RGIP data to a RG bus interface.  It is then passed to the RGIP interface processes where it is extracted up to layer 7 and delivered to the GIWF for translation into the specific HAN protocol.  The RGIP private MIB might be used for storing local information such as internal configuration information (e.g., addressing and routing, gateway management information, etc.).  The GIWF and internal processes block formats the data and manages the appropriate user processes on the HAN side (e.g., streaming, segmentation, error control, etc.), using a shared MIB, if necessary.  The translated data is then passed to the HAN interface processes, which actually manages the passing of data to the HAN devices, via the HAN specific interface.  The HAN private MIB might be used for HAN configuration or services information, addressing or routing.

The portion of Figure 5 that lies within the domain of HomeGate is that which must be in conformance with the standard.  The structure and content of the remaining portion is entirely at the option of the specific module manufacturer.  The HomeGate portion is not responsible for specific knowledge about the HAN configuration or managing its services.

3.3
Service Module

A third type of module is the service module, that resides in the domain of the HomeGate and of the HAN.  The service module has no HAN interface but acts as an agent for managing specific services on the HAN by having access to internal HomeGate data traffic, and may be associated with specific HAN services.  Typical service module applications might include security, firewall, data encryption, AAA (Authentication, Authorization, and Accounting), energy management (e.g., demand side management, remote meter reading), entertainment (e.g., Interactive TV, PPV, VOD, etc.), or safety.  Such applications and services might include those specified by OSGi (Open Services Gateway Initiative) or TAHI (The Application Home Initiative).

3.4
Data Flows

The general data flows between the WAN and the HomeGate system are shown in Figure 6, a copy of Figure 3 with data “pipes” overlaid to illustrate the termination of three kinds of data streams.  The various functions in the HomeGate may be managed remotely, from withn the HAN, or both.  Individual portions of the HomeGate (HAN or WAN modules) may be managed by separate entities requiring multiple remote management functions.







Figure 6—Data Flows

WAN functions are those that are only intended to manage the specific WAN interface and are the domain of the WAN service provider (e.g., connection establishment signaling).  The Gateway functions are those that are shared between the WAN service provider and the gateway, but do not pass through the gateway to the HAN side (e.g., resource binding or routing information).  User Service functions are those that flow through to some application in the domain of the HAN (e.g., a video data stream).  

3.5
Reference Models

This section includes block diagrams depicting a series of “typical” or “possible” HomeGate configurations for purposes of illustration.  





Figure 7—VDSL Reference Model

Figure 7 depicts the use of VDSL (Very-high-speed Digital Subscriber Line) service to provide voice, video and data service to the home.  In this particular case, voice, video and data packets are delivered via VDSL (layer 1) service which employs ATM (Asynchronous  Transfer Mode) packet switching (layer 2 and 3) technology.  The video packets, employ MPEG 2 compression, are then decoded and converted to conventional RF modulated video and audio signals for display on a conventional TV set.  A typical installation might employ more than one MPEG 2 interface module, depending on the capacity of the VDSL access service and the needs of the viewer.  The MPEG 2 interface might also include a remote control receiver for initiating data traffic back to the video source to change channels or other purposes.  In this example, the VoIP decoder could use a POTS (Plain Old Telephone Service) converter to provide multiple phone lines to the home and allow the use of conventional telephone sets.  The Ethernet interface might also provide a hub for multiple PCs or other Ethernet-based appliances.





Figure 8—DBS/DSL Reference Model

Figure 8 depicts the use of DBS (Direct Broadcast Satellite) combined with DSL (Digital Subscriber Line) service to provide voice, video and data service to the home, much as in the preceding figure.  In this case, video is provided by DBS and voice and data are provided by DSL.  This arrangement may be employed where VDSL service in not available, or where DBS delivery is more advantageous.  Also, DSL provides a reverse channel for the DBS service for PPV (Pay-Per-View), service provisioning or other interactive applications. 






Figure 9—Cable/DSL/Energy Management Reference Model

Figure 9 depicts the use of cable combined with DSL service to provide video and data service to the home.  Such an arrangement might be employed when data service over cable is not available or when DSL might also be desirable for certain services.  In this example, a CEBus (Consumer Electronic Bus) interface is also shown that might be used for remote meter reading and energy management functions.  These functions might be managed by a special service module provided by an energy utility or other service provider, making  certain efficiency and cost advantages available to the user.





Figure 10—Healthcare Management Reference Model

Figure 10 depicts the use of DSL service to provide data service to specialized healthcare monitoring and management applications in the home.  The specific healthcare appliances might employ wireless connections and be managed by a special service module provided by medical or healthcare related services.  The DSL access could also be shared with other entertainment, data or communication applications shown in the previous figures.






Figure 11—DSL/HomePNA Reference Model

Figure 11 depicts the use of DSL service and HomePNA (Home Phone Network Alliance) signaling technology utilizing the existing POTS wiring and connectors to provide combined conventional voice and Ethernet data services.  The HomePNA interface module combines the analog voice POTS signals with the digital Ethernet signals to convey the voice and data services from the WAN interface.  A HPNA bridge can extract the Ethernet/HPNA signals or provide other appropriate formats, such as USB (Universal Serial Bus) or PCI (Peripheral Component Interconnect), to be used by various data application terminals.

Note that if one of the Ethernet Appliances is a bridge to another HAN technology, such as 802.11x (wireless) or HomePlug (PLC - Power Line Carrier), this simple HAN can be expanded with segments based on different HAN technologies while operating in unison, including the possibility of receiving other WAN services through these appended HAN segments that may have their respective HomeGates with WAN access.

4.
Internal Processes

The HomeGate internal processes include: 1) protocol stacks for both specific networks and the RGIP, 2) the RGIP, 3) the internal bus, and 4) network management functions.

4.1
Protocol Stacks

A generalized model of the HomeGate protocol stacks is shown in Figure 12.  These stacks follow the convention of the OSI (Open Systems Interconnection) 7 layer model, which describes communication functions from the physical layer (layer 1) through the application layer (layer 7).  The stack models in Figure 12 apply to either WAN or HAN modules.














Figure 12—HomeGate Generalized Protocol Stack Model

Data transfer from network 1 to network 2 would begin by entering the network 1 HomeGate module and passing upward to the top of the specific network 1 stack where it is then passed to the GIWF which exists above the application layer.  The GIWF translates the network 1 application language into the RGIP and then sends it downward through the RGIP stack to the HomeGate internal bus.  The data is transferred by the internal bus to the network 2 HomeGate module where it is passed upward through its RGIP stack to the GIWF where it is translated into the application language of network 2.  The data is then passed down the specific network 2 stack to network 2—and then on to its final destination on network 2.

The specific network stacks are defined by the specific product manufacturer or by existing standards or other specifications.  Many of these stacks will be accumulated and maintained in an open source library for use by those developing HomeGate modules.  Also associated with each these stacks will be a GIWF mapping the specific protocol to the abstract system defined as part of the HomeGate CIS.

It is important to note that the GIWF is the application and not part of its associated stacks.  The HomeGate standard specifies the GIWF and the RGIP portions of this model.  However, there is nothing to preclude additional application functions being added on top of the GIWF, depending on the particular network application being served.  For instance, various service agents might reside above the GIWF, monitor the data flow, and modify or control the flow of data, or even initiate data messages, as might be appropriate to any particular application.  An example might be the insertion of routing or addressing information, or perhaps to establish or terminate a data-stream connection.

In the case of the service module, the specific network stacks would be absent and only the RGIP would be employed.  Typical service agents might include those specified by the OSGi or TAHI consortia.

Figure 7, as a generalized model, might be taken to imply that all communication into and out of HomeGate traverses all 7 layers of the ISO stack.  Although such would be true in regard to “control plane” signaling, it would not be strictly true in cases of other data steams.  Some traffic will connect at the physical layer, data link layer, or network layer, as perhaps in the case of TLS or IPsec.  Other traffic having little in the way of protocol stack, such as analog CATV or POTS, may need to connect at the physical layer.

4.2
RGIP

The term, RGIP (Residential Gateway Internal Protocol) is used here to refer to a complete 7 layer protocol and an HES oriented application language that includes a syntactic structure and semantic definitions comprising a lexicon of terms including objects and methods (actions).  The RGIP is defined and standardized in such a way that it will allow the GIWF process to express (i.e., translate) any message to or from any specific HAN or WAN message.

4.3
Internal Bus

The HomeGate internal bus may be implemented using a high speed serial bus (e.g., such as 100 Mbps switched Ethernet or IEEE 1394).  A common module connector will deliver both data and power.  Although the transfer of isochronous data within the gateway will be frequently needed, a high data rate and a relatively small number of modules employed will allow for adequate internal bandwidth to avoid congestion.  Also with some standard busses, higher data rates may be anticipated to be available for later implementations that will be upward compatible.

The internal bus can be extended directly between clusters of modules, permitting a distributed gateway.  Modules can be independently powered or clusters may obtain their power separately using modular wall plug power supplies, thus easing the task of expanding the HomeGate system incrementally.  Alternatively, the internal bus can be extended by the use of a tunneling protocol employing one of the HAN networks common to both clusters.  Such tunneling could even employ wireless HANs, although such may impose bandwidth limitations, depending on the situation.  Figure 13 depicts the internal HomeGate bus extension methods described above.










Figure 13—HomeGate Internal Bus Extension Methods

4.4
Service Requirements

The HomeGate will provide for the possibility of some level of uninterruptable power, such that basic services may be preserved independently of the availability of house power, much as in the case of POTS.

4.4
Network Management

The HomeGate system has no central controller.  Modules may be installed at any time and a set of basic network management elements provided on each module will allow dynamic self-configuration.  Depending on system or service requirements, more advanced network management elements could later be added in the form of a service module.  The HomeGate standard will include basic network management elements dealing with the following issues:

· Resource discovery

· Addressing

· Binding

· Routing

· Error control
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