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Security Services for Networked Appliances - Part I: Security Requirements
1. Scope
The purpose of this document is to specify home network security requirements that may come from inside or outside home.

The discussions in this document are presented in a relatively informal manner. Although many of the items discussed here are expected to guide the design of security mechanisms applied either inside home networks or through the Internet, this should not be considered a formal requirements or design document.

2. References
[1] Ovum: Home networks: connectivity and entertainment opportunities
3. Definitions and Abbreviations
3.1 Definitions
3.2 Abbreviations
IPSec

SSL

TSL

4. Security Requirements for Home Networks
With the rapid development of the Internet and related networking technologies, computers in offices as well as homes have been enabled connected to each other or the outside world to gain lots of resources. Today, same technologies behind these successes are extending their reach right into your homes to make your devices as connectable as ordinary PCs. In doing so, it will not only permit users to monitor and control their home appliances from inside/outside the home, but also create new service development and opportunities, such as remote controlling and maintenance of home appliances by manufacturers. This means that a simple home computing environment will evolve into a home network of multiple devices in which security will also be demanded.

The security requirements in a home network depend on how “home” is defined, and it also depends on what is envisioned as the “network” within that home. If the network is just a link from a single PC to a printer or a cable modem, then one length of network cable would accomplish all the network security that the homeowner needs.
However, when a home contains dozens, if not hundreds of networked devices, some belonging to the entire household and some belonging to individuals within the home, more complex security measures will have to be taken into consideration. 

In this section, we shall identify the security requirements in home networks. Before we start, we would like to answer the question first: “what is a home network”?

Ovum[1] defines home networks as

two or more intelligent devices connecting each other and the outside world.

Ultimately, home networks will enable entertainment, information, communication and security devices, in addition to appliances in home, to communication with each other. These devices and appliances will share information and to be controlled and monitored both with the home and remotely by users. All home networks will require a secure element to ensure day-to-day running of the system.

That’s said, with regard to home networks, the requirements of security not only address in-home usage, but also those demanded by outside-home applications, all of which may have significant impact on services ranging from residential users operations, vendors’ remote maintenances to multiform service-providing applications. Once the boundaries of home networks become adjacent to the outside world, security consideration in home networks will turn out to be similar to those faced by information technology (IT) whose issues have been widely discussed and whose most solutions have been proposed to IETF.

However, there exist some different characteristics between domestic applications and commercial applications, home networking infrastructure and enterprise networks, residential users’ needs and business workers’ needs. Here, we shall first introduce some existing home networking models and illustrate some of their application domains. Then in later sections, we shall discuss some use cases in home networks based on these models and application domains, identify possible threats and defenses in home networks and finally conclude the security requirements.

Fig. 4.1 shows a concept of home networking model. A gateway is placed between a home and the outside world: the Internet. Inside a house, there are a variety of devices possibly falling into categories below:

Living Network

-Washing machine, air conditioner and electric rice cooker is operated control outside

A/V Network

-Connection Internet through TV (Provided discriminative service compared with PC

-Composition Home Theater through by connection TV, DVD and audio

-Enjoy independent of equipment by sharing A/V source between A/V equipment cluster network and PC
Information equipment Network

-Composition home server, data application connected all equipment

-Print DTV, DVD screen through printer connected with PC

-Searching and application of data stored in PC at PDA and image phone
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Fig. 4.1 A concept model of home networks
All the devices are connected through various networking technologies, such as power line, phone line, wireless or Ethernet.

4.1 Home Networking Infrastructure

The challenges of home networks mainly come from a complex assortment of devices, various types of physical media and different communications protocols used. Here, we shall list a couple of security challenges when deploying some well-known home networking infrastructure.

1. Always-on challenge

"Always-on" broadband connectivity makes Internet access fast and easy. Unfortunately, it also leaves your home, office or business wide open to Internet hazards, such as hackers and viruses. 

Computers with “always-on” connections are especially vulnerable to attacks, since they are usually kept on-line for 24 hours a day, and always connected to the Internet with the same IP address.

2. Power line challenge

Issues of ensuring data to stay secure arise for houses using the same power lines, especially those in old areas. Most houses share the same “power-line subnet” with some neighboring houses connected to the same distribution transformer. Power-line commands from one house may potentially reach some devices in other near-by houses and thus interfere with the controlling of those devices.

3. Wireless challenge

Wireless networks pose many new security challenges over traditional wired networks. This nature of wireless networks makes them vulnerable to various forms of attacks such as passive eavesdropping, active interfering, leakage of secrete information, data tampering, impersonation and denial of service. Malicious users no longer need to gain physical access to the network medium. They can simply stay within the transmission range of a sending node to intercept that user’s transmissions.
4. Complex Assortment Devices Challenge

Potential networked home appliances comprise: white goods, brown goods, telecom equipment, computer equipment, lighting systems, house maintenance systems, alarm and monitoring systems, health care systems and so on. Some of them, such as white goods or lighting systems, are constrained with limited resources and can not offer complex computation. But some of information devices or AV devices support variant applications and require higher security strength to protect data. Security services provided for variant devices have different consideration.

4.2 Many and Diverse User Needs
In speaking about user needs, we recognize that each user is an individual with specific needs based upon his/her lifestyle, economic situation, education, and so on. Different home models bring different security requirements, for example, security concerns coming from a family with a couple only may differ from those of a couple with teenagers. 

Most teenagers are trying to establish some degree of independence. This might include ownership of personal networked devices and probably would include inviting friends into the house. What if the teenagers don’t want to share their contents in DVD with their parents? What if those friends want to plug their own networked components into the home networks?
On the other hand, parents may want to impose some limitation on their children. For instance, parents may want to ensure that children will not be able to access the TV program after 7PM on schooldays, or children under 12 should not be able to view an R-rated movie on the DVD-player.
For a single-person home, all the devices within the home belong to the person and there may be no access control requirement inside the home. However, the householder may still want to delegate some privileges to service providers, which makes the task of securing the network from outside access necessary.
4.3 Many and Diverse Applications
Applications in home networks could be roughly categorized as:

1. Entertainment
2. Home Automation: home control, home security and monitoring

3. Information and communication

For those different applications, security requirements may not be the same.

For entertainment, users wish to connect their home entertainment devices together to enable the distribution of and share digital video and audio throughout the house. But the access control problems arise due to the convenience of connectivity. Also, device owners may wish to make sure that the authorized users use the contents.

For home automation, white goods manufacturers will include network interface in their products so that service providers with householders’ permission can remotely monitor the status of those equipment and their consumables. And also, control commands should be made sure that they do come from the claimed party.

For information and communication, protection of privacy has become more important than others, because communication may include some financial statements, bank account and credit card information as well as personal details
5. Security Breaches and Safeguards of Home Networks
Home users may feel less vulnerable because their network devices aren’t mission-critical corporate systems holding vital company information, but such a view is outdated. Your network devices may not be the final target to hack, but a launching point to attack other internal computers aimed by intruders.

Because it is not usually possible to determine the motive while you are under attack, home users need to be sufficiently aware of the threats and know what appropriate solutions are available. 

A lot of security mechanisms and services have been developed to counter some potential threats in information technology, but they may not be appropriate for home networks. We summarize some security threats and defenses in the following table, whose detailed explanation about threats will be given in Annex A.

	Threat
	Defense

	Masquerade
	User/Device Authentication

	Replay
	Anti-replay services

	Eavesdropping
	Confidentiality Service

	Modification
	Data Integrity service

	Denial of Service
	Limit access to authorized devices
Ingress filtering to discard spoofed packets 

	Resource Exhaustion
	Flow control

	Repudiation
	Public key cryptography


Realizing the above defenses, we can determine that the security services in home networks could be categorized into:

Privacy

In general, a user will not want any eavesdropper to determine the content of a message. This applies not only to the body of the message (which will contain the command to be executed), but also to its header fields that may reveal information about the devices one owns. For example, the [To:] header field will contain a URL of the addressed entity, which may also indicate its device type and location. A user may not want anyone to know whether he owns a television, and he certainly will not want anyone to know the room in which the television is located.

For providing protection of privacy, confidentiality service should be employed. Confidentiality is about ensuring that only the people who are authorized to have access to information can do so, and it's also about keeping valuable information only in the hands of those people who are intended to see it.
Authentication

From the user’s point of view, an even more serious concern is proper authentication of messages coming from the service requesting party. Note that the messages in either direction (from user to home or from home to user) require authentication. The authentication requirement on messages from user to home is obvious, since these are messages that will effect certain actions inside the home. However, 100 and 200 response messages from the home to the user must also be authenticated lest an adversary inserts a fake Acknowledge or Confirmed message when in fact the original message was never received. Also, responses may eventually include status information, such as the temperature of the house or whether the alarm system is turned on.

Authentication of messages will prevent fabrication, modification, and masquerading. An issue not directly resolved by authentication is replay attacks. Replay attacks can be defended in two ways. One simple way is to check for repeated messages; this can be done, for example, by checking the timestamp or sequence number fields against previously stored messages. However, there is a limit to the number of previously used timestamps or sequence number that can be stored, and this leaves open the possibility of replaying a (very) old message.
Authorization

From user’s viewpoint, concern for authorization is most demanding. It is obvious that home users care about “Which things are authorized to do what actions or access what data on each device?” For example, in the case of VCR player and its controller, only the VCR controller corresponding to VCR player can access the VCR player. In other words, the VCR controller owned or operated by the non-family member, such as a guest visiting the home, a neighbor or a user accessing through the Internet, may not be allowed to access the VCR player owned by a particular family.
Firewall

If home users are concerned about protecting home devices and data in the houses from outside intruders, they need a firewall. A firewall is usually located between the local network and the Internet. Additional firewalls may be used to segment the local network into multiple security domains or to protect individual devices.
6. Conclusion

Different levels of security should be appropriately adopted for different activities. For example, controlling an air-conditioner’s temperature in a bedroom from the living room does not require the same level of security as controlling a home device from outside. Due to the various factors in home networks, there is almost impossible to have a turnkey solution to provide security services that could cover different home networking models, diverse user needs, and applications.
But generally, residential users are lack of technical knowledge, so the solutions provided for security should appear as:
1. Low cost

2. Less complexity

3. Easy to use (as automatic as possible)

Simplicity and reliability are also essential to residential users. If the process is not maintenance-free, easy to use, quick to install, it will not likely to be embraced. Users don’t want to engineer or administrate a complex system.

Lastly, when we carefully examine the scope of home networks again, it will come to light that the security requirements per se could actually be divided into two parts: defense for the outside threats, and defense from inside threats. Fig.6.1 shows different considerations in different home scope.
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Fig. 6.1 Different considerations in different home scope
For the inside-home issues, security problems may come from the insecure networking technologies, such as power line or wireless, and access control for different users/usages, and for the outside-home issues, they may almost be same as security holes over the Internet
To address the security problems inside the home, an accompanying document [Security Services for Networked Appliances - Part II: Secure Communication Middleware Protocol —] proposes a “secure communication middleware protocol” (SCMP). It serves as a foundation for the development of security services against threats coming from an in-home environment. The goal of SCMP is to provide various security services at network layer and intends to be media-independent, which protects the communications against intruders from internal home networks.
To deal with the protection measures over the Internet, existing solutions such as IPSec and SSL may be specified/configured to be tailor-made for home appliances. Another accompanying document [] part III aiming at an IP-based environment, avoids developing new security services, by utilizing widely available systems that address security at the network layer (IPSec) and the session layer (SSL/TLS). A combination of these two, correctly configured, combined with firewall technology will meet the criteria of low cost, low complexity, and moderate inconvenience, while doing a good job of defending the home against most of the threats listed in previous section.
Annex A

The threats to a home networks are similar to those of an enterprise network. However, the various threats differ in significance for domestic, rather than commercial, network configurations and applications.  For instance, while repudiation (denying that a transaction took place) is obviously a serious issue for a bank or brokerage firm, it is of less concern for the home, where the transaction is likely to be entirely private and non-commercial. Conversely, businesses have little to gain by concealing which hours of the day their networks are busiest, whereas residential users may very well wish to conceal traffic that indicates whether or not they are at home.

We have identified the following threats to the home networks:

Masquerade and Replay
Perhaps the most obvious threat to the home is unauthorized access to devices or databases on the home network. A masquerade takes place when an imposter pretends to be a legitimate user, such as the homeowner.  The imposter could also pretend to be a service provider that has contracted with the homeowner.

Defeating the authentication mechanism, e.g., guessing a password or stealing a token may affect a masquerade.  Another way an imposter may trick the home network into thinking it is an authorized user is for the imposter to capture a legitimate message, and resend it at a later time. For example, if the imposter can intercept a message to the home’s burglar alarm system, telling it to turn off, she could replay that same message at a later time to achieve a desired result.

Masquerade and replay attacks can be thwarted by use of authentication, authorization, and integrity mechanisms, which are discussed in next section.

Interception:  Eavesdropping, Modification, and Traffic Analysis
An interception occurs when an unauthorized party gains access to a message passing between the home network and an external user. The intruder may be an automated system that is programmed to search for vulnerable messages, or it may be a person who has wiretapped or otherwise violated the integrity of the communications channel.

The interception may be passive or active; a passive interception amounts to eavesdropping—in effect, reading someone else’s traffic. An active interception may involve changing the contents of the message, deleting or rearranging part of the communication, or changing its protocol control information, particularly the header (including the destination or source address).

The key defense for an interception attack is to implement integrity and confidentiality services, which are discussed in next section. Authentication may also be used to thwart modification attacks.

Even if all communication employs integrity and confidentiality services an eavesdropper may learn a great deal about the home network by monitoring source and destination information and the time of each message.  This is called traffic analysis. Internal home network communications can be protected from traffic analysis by creating dummy traffic to hide useful messages. Communication outside the home network can be hidden by anonymizer services.  Note that protecting the internal network is possible by use of strong authentication messages, while protecting against external messages is more difficult.
Denial of Service and Resource Exhaustion
A denial of service attack is effected by flooding the access network with useless traffic, thus preventing legitimate messages from reaching the home network. The incoming messages could also force the home network to try to respond, tying up resources in the access device, thus impairing outgoing traffic.  The home network may be a victim of a DoS attack, or an unwitting participant:  If a computer on the home network is compromised the attacker may able to use it to contribute to the packet flood without the knowledge of the homeowner.  This is called a Distributed Denial of Service (DDoS) attack. Denial of service attacks are almost impossible to defend against in real time.  In fact, security mechanisms alone cannot be effective against denial of service attacks, as it is trivially easy to overwhelm any defense by sending additional bogus messages.  Careful design and implementation of the protocol and access device can mitigate resource exhaustion, whereby the flooding ties up parts of the home network or access device.  For example, if the access device recognizes that it is being asked to open 5,000 simultaneous TCP connections, it could go to an alarm condition, in which it ignores additional incoming requests that are not properly cryptographically authenticated, and it gives priority on its output queues to messages originating in the home.

To insure the home network does not become an unwitting participate in a DDoS attack measures must be taken to ensure illicit software is not installed; this is covered in the next section. Access control devices should implement ingress filtering, as specified in RFC 2267; this prevents the use of spoofed IP addresses. It has no effect if the attacker uses valid network addresses.  Ingress filtering makes tracking down the source of the attack much easier because the packet source address is the source of the traffic. An additional benefit is the victim’s response is returned to the attacking system, thus preventing additional damage. To perform Ingress filtering the access devices blocks any packets with sources addresses that do not originate within the home network.
Software and Configuration Security: Trojan Horses, Worms, Viruses
These are threats to the integrity of the software and configuration information on the access device and home network devices. A Trojan Horse is an unauthorized program that enters the home or the access device hidden in a legitimate message. Once in the home, the Trojan Horse can reside in a processor in any networked device.  For example, a Trojan Horse can be inserted into an intercepted MPEG transport stream as private data, and take up residence in the processor of the digital television.  It could then use the resources of the television’s processor, and the digital home network, to compromise the security of the internal network.

Worms and viruses have received considerable publicity in both the technical and popular press. A worm is a program that can replicate itself and send copies from computer to computer across network connections. Upon arrival, the worm may be activated to replicate and propagate again.  In addition, the worm usually performs some unwanted function.  A worm that invades the home network could thus spread across the network to multiple devices; if the worm performs harmful activity, such as wiping out the non-volatile memory of the device, the homeowner could find that multiple appliances, from DTVs to toasters, no longer work properly.

A virus is code embedded within a program that causes a copy of itself to be inserted in one or more other programs, as well as performing some unauthorized function on the host machine. Unlike a worm, a virus will not actively try to spread itself to other processors on the home network, so its damage will be confined to a single appliance.  However, an appliance essential to the operation of the home network may function in unpredictable and undesired ways.

Trojan Horses, worms, and viruses are defended against using software security services.  As these are the same services that are now commonly available to both enterprises and consumers, we will assume that strategies for protecting the home network (and the access device) will also be the same.

Certain attacks may attempt to compromise the home network configuration by altering security information.  Three examples of this type of security information are addresses of external servers, trusted public keys or passwords used in the authentication process, and rules for filtering unwanted traffic at an access interface.

Repudiation
The last home network threat is repudiation, the denial of receipt or transmission of a message.  Repudiation is an obvious and important threat to a business that relies on electronic traffic. For example, a stockbroker who executes a trade in response to an electronic sell order may be vulnerable to a repudiation attack if the customer claims (probably because the price of the stock suddenly changed) that the order, in fact, was never sent.  For the home network, a repudiation attack probably isn’t as threatening as the others we have listed; it is, nevertheless, important that the homeowner be able (for instance) to defend against claims for payment for undelivered service to the home network or access device.
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