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Dear Mr. Wacks:

Thank you very much for the opportunity to respond to questions raised concerning UPnP at the March meeting of your committee. My responses appear below.

I regret that I will not be able to attend your upcoming Edinburgh meeting in person due to other commitments. Hans‑Joachim Langels of Siemens, who is a long‑time representative on the UPnP Forum Steering Committee and also a member of SC25/WG1, will be attending and able to answer further questions. I am, of course, at your disposal via email or telephone to answer any additional questions that may arise from time to time.

Best regards,

Toby Nixon

Chair, UPnP Forum Steering Committee

http://www.upnp.org

toby.nixon@microsoft.com

+1 425 706 2792

‑‑‑‑‑

(1) France is concerned about including UPnP for addressing in command and control networks.  Can be a safety concern.  Hans Langels of Siemens (active in UPnP Forum) said that UPnP is middleware within the house. UPnP does not work across the Internet.  The WG1 secretary said that the residential gateway protects the home and is not compromised by UPnP.

The concern raised in this case would appear to apply to any networked device control technology, not just UPnP technology; any technology that allows remote control of devices in the home could be a safety concern if not properly secured. Most users secure their home networks by installing network firewalls that allow only selected protocols to pass, virus protection that prevents introduction of unwanted executable code into computers in the home network, and encryption on wireless networks to prevent intruders from using network resources without authorization. These same countermeasures serve to secure the home network from attempts to misuse UPnP technology as well. In addition, the UPnP Forum has also defined higher‑level device security protocols that allow secure introduction of new devices to a home network, exchange of authentication and encryption keys to protect communication between UPnP devices, and control of which actions individual authenticated and authorized users are permitted to invoke. These security mechanisms are based on techniques that are well known, widely deployed, and recognized for their robustness.

(2) France is concerned that UPnP kernel may have back‑door features because it was created by Microsoft.  Hans Langels said that Microsoft brought forth the basic idea for UPnP.  Then IBM and others scrutinized it.  It is not Microsoft owned.

Hans Langels' description above is correct. There is no "UPnP kernel", because UPnP technology is not based on a portable code execution model. There is no requirement that any particular run‑time system be installed in order to use UPnP technology, because it is defined entirely in terms of messages conveyed by on‑the wire protocols. Those protocols are based on well‑known and widely‑accepted standards such as TCP/IP, HTTP, XML, and SOAP. UPnP technology is independent of any hardware or software platform, and has been implemented on many different operating systems and types of hardware. 

(3) France said it does not want to endanger customers.  Hans Langels said that his concern is valid.

The more than 760 members of the UPnP Forum certainly share this view.

(4) France asked about license between DSL Forum and UPnP.

There is no license or other formal agreement between the UPnP Forum and the DSL Forum. The UPnP Forum has an informal liaison with the DSL Forum facilitated by companies who are members of both organizations, and similar arrangements with many other organizations. The DSL Forum references UPnP specifications in its documents, such as TR‑064 ("LAN‑Side DSL CPE Configuration").

(5) Japan expressed concern about UPnP IP. Concerns were raised that implementers are required to join UPnP Forum and possibly lose IP rights, or otherwise pay royalties. Hans Langels said that UPnP Forum agreement states that all data submitted to UPnP Forum becomes part of UPnP Forum. RAND 0: licensing is zero cost to UPnP members.  Membership is free.

Membership in the UPnP Forum costs nothing. Some members of the UPnP Forum appear to have joined the Forum solely to obtain the promise of licenses to necessary IP, and do not contribute to Forum activities, attend meetings or participate in other ways, and they as a result have no one‑time or ongoing costs associated with membership. However, even those passive members do make two commitments. First, under Section 3.3 of the UPnP Forum Member Agreement, they promise to license, to other members of the UPnP Forum, on reasonable and non‑discriminatory terms that may include a royalty, their patent claims that are necessary to implement required features of UPnP standards in devices which are compliant with those standards. Second, members also, under Section 3.7 of the Member Agreement, promise to not implement a device designed for the sole purpose of destroying or interfering with interoperability of UPnP devices. In exchange for those promises, they receive a promise of a royalty‑free license, from those who contributed input to UPnP standards, to patent claims that are necessary to implement required features of UPnP standards in compliant devices, and a RAND license from all other members. They also gain access to members‑only areas of the UPnP Forum web site, the ability to join and participate in any UPnP Forum working committee via email, teleconference, or in‑person meetings, and become eligible to join the UPnP Implementers Corporation and participate in certification and cooperative marketing programs promoting UPnP technology (although participants do, of course, pay their own costs for participation).

(6) U.K. delegate asked about using UPnP for service management. Hans Langels noted that UPnP does not define remote invocation or remote services. Hans explained that there are no procedures in UPnP; only data‑driven.

UPnP is focused primarily on controlling networked devices within the home, and not on downloading executable code for deployment of services in the home. UPnP technology is considered to be complimentary to technologies more focused on service delivery, such as OSGi and CableHome, and provides the ability for service applications delivered via those mechanisms to extend their reach to other networked devices in the home.

(7) Another U.K. delegate expressed concerned that adopting UPnP has implications for interoperability. The U.K. Head of Delegation was concerned about specifying UPnP.

More clarification is needed on these concerns before they can be addressed. 

(8) A U.K delegate suggested referencing the RFCs used in UPnP without referencing UPnP.

While some of the elements of the UPnP Device Architecture could be referenced directly, such as IP, TCP, ARP, DHCP, DNS, HTTP, HTML, UTF‑8, URN, MIME, XML, and SOAP, many elements are defined only in the UPnP Device Architecture, including but not limited to the SSDP discovery protocol, the GENA eventing protocol, and the schemas on which UPnP device and service descriptions are based. The way in which the referenced standards are composed and extended to realize interoperability is not discernable solely by reading those standards, but is the essence of the UPnP Device Architecture. In addition, the UPnP Device Control Protocols for device classes such as internet gateways, media servers and renderers, printers, scanners, HVAC, lighting, and digital security cameras are only available from the UPnP Forum (at no cost, publicly‑available for download) and cannot be obtained from any other source. Thus, while one could indeed reference the same standards that are referenced by the UPnP standards, one would then have just a list of references unless one were to recreate the remainder of the UPnP standards as well.
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