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ISO/IEC JTC 1/SC 25/WG 1 kindly asks ISO IEC JTC 1/SC 27 to consider the following requests from JTC 1/SC 25/WG 1. 

In September 2005 SC25 got a new work item (24767) accepted with the title: Information Technology - Home network security - Part 1: Security Requirements, Part 2: Internal Security Services: Secure Communication Middleware Protocol, Part 3: External Security Services.

1. External Security Services

In September 2005 SC 25/WG 1 was not aware of the existence of the (18028) set of Guidelines on Information technology - Security techniques - IT network security. SC 25/WG 1 has found that these documents cover all security requirements for office environments including home office environments. This is almost the same as a home electronic system requires for external security. SC 25/WG 1 has identified a few additional security requirements for home electronic systems. Since SC27 has provided guidelines for almost all external requirements, SC 25/WG 1 has decided to cancel this part of the project and would be very pleased if SC 27 could instead provide the guidelines on these few additional security requirements identified for external information security, e.g. by means of one or more addendums to 18028. 

The few additional requirements that SC 25/WG 1 has identified on external information security for intelligent homes compared to home and office IT environments are:

· Like some offices too, the intelligent home is on line 24 hours a day 7 days a week.

· There is not only the requirements of remote access to the system, but also remote control of devices in the home, such as the heating. However, one should not have the same access rights to the devices when controling them remotely as when controling them from within the home. One must thus be able to distinguish if the control is made from within the home or remotely. This might for example be solved by letting the gateway direct the communications to a different access control mechanism than that used when accessing the system from within the home.

· The equipment from which the devices in the home are controled, in particular in case of remote control, should be designed such that mistakes are avoided. There are thus security requirements on the user interface of the device from which the remote control is made.

· In case of a system failure, there must be fallback solutions, i.e. the devices that normally are managed via the home electronic system must also be possible to control without the system, e.g. locks on the doors. A failing system must thus not block the use of those devices.

· The system should be failsafe. This means that in case of a failure the devices must be set in a state that cannot cause harm to building or inhabitants. This requirement is mostly concerned with the devices controled by the system and not by the system itself.

2. Internal Security Services: Secure Communication Protocol for Middleware

The internal security service is intended to support secure communications with middleware that does not have the capacity to support IP, such as window motors controled via wireless communication networks. For such tiny middleware devices new and simpler secure protocols have been proposed. These can of course not provide the same strength of security as IP protocols, but some security is required also on these networks. SC 25/WG1 would be pleased if SC 27 would be kind and review and state their opinion on these proposed solutions.

Attached you find the 

FCD 24767-1 Information Technology - Home network security - Part 1: Security Requirements, and 

FCD 24767-2 Information Technology - Home network security - Part 2: Internal Security Services: Secure Communication Protocol for Middleware

