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Main concerns about UpnP

Rational

ISO is world wide known for its famous standard 9000, which is related to quality and even good management.

Should we refer UpnP in an ISO/IEC international standard ?

What is "Universal Plug & Play?
Universal Plug & Play is not related to the established Plug & Play hardware standard for PCs. Microsoft presumably adopted the name "Universal Plug & Play" because it is a warm and fuzzy feel-good name. A more descriptive name would have been "Network Plug & Play" since that is exactly what it is.
[image: image3]
UPnP is a set of communications protocol standards that allow networked TCP/IP devices to announce their presence to all other devices on the network and to then inter-operate in a flexible and pre-defined fashion. There is nothing wrong with the idea, though even in the absence of security mistakes, it is not difficult to be concerned about the overall security of the system. If you want to learn more, the Universal Plug & Play Forum web site has additional information.
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What, exactly, does UnPnP do?
Under Windows XP, the Universal Plug & Play system is supported by two service processes, the "SSDP Discovery Service" (SSDPDS) and the "Universal Plug and Play Device Host" (UPNPDH). Although both services are started upon demand, the SSDP service is started when Windows XP is booted. The SSDPDS service is the Internet server component which opens and exposes Windows XP to the global Internet. The UPNPDH service is only started when needed and its operation is dependent upon SSDPDS.

What is all the fuss about?
On Thursday, December 20, 2001 Microsoft revealed that the hackers at eEye had discovered multiple critical security flaws in all versions of Windows using Universal Plug and Play: 
Quoting from eEye's press release:
[image: image5]
	"eEye has discovered three vulnerabilities within Microsoft's UPnP implementation: a remotely exploitable buffer overflow that allows an attacker gain SYSTEM level access to any default installation of Windows XP, a Denial of Service (DoS) attack, and a Distributed Denial of Service (DDoS) attack. eEye would like to stress the extreme seriousness of this vulnerability. Network administrators are urged to immediately install the patch released by Microsoft at http://www.microsoft.com/technet/security/bulletin/MS01-059.asp"
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"The most serious of the three Windows XP vulnerabilities is the remotely exploitable buffer overflow. It is possible for an attacker to write custom exploit code that will allow them to execute commands with SYSTEM level access, the highest level of access within Windows XP."
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"The other two vulnerabilities are types of denial of service attacks. The first is a fairly straightforward denial of service attack, which allows an attacker to remotely crash any Windows XP system. The crash will require Windows XP users to physically power down their machines and start them up again before the system will function. The second denial of service attack is a distributed denial of service attack. This vulnerability allows attackers to remotely command many Windows XP systems at once in an effort to make them flood/attack a single host."


	


Translating eEye's and Microsoft's statements into consequences, this means that without the security update patch, and with the Universal Plug and Play (UPnP) system in its default "enabled" state, any of the many millions of Internet-connected UPnP-equipped Windows systems could be remotely commandeered and forced to download and run any malicious code of a hacker's design. This includes using the machine to launch potent Denial of Service (DoS) and Distributed Denial of Service (DDoS) attacks. 
This means that extremely damaging CodeRed and Nimda-style worms can now be written for millions of Windows machines. Whereas the Microsoft IIS server worms of 2001 found and infested 'only' several hundred thousand IIS servers, a Windows "Universal Plug and Play" worm would have more than ten million XP systems, in addition to many more Windows 98/ME systems, upon which to prey today. 
The highly respected Gartner Group has said that they expect hackers to incorporate the UPnP vulnerabilities into their attack tools by the end of the first quarter of 2002. Here's Gartner's Commentary. 
	Three-Month Estimate Too Conservative??
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Dec. 30, 2001 — Gartner's "by the end of the first quarter, 2002" exploit development prediction may have been conservative. Exploits for the previous UPnP vulnerability are now floating around the Internet. The authors of this exploit have written:
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"We have found some new bugs. At this moment we are
on the way to create a suite of utilities to fully exploit
WinXP UPnP application (perhaps others too)."
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Published exploit code like this forms the raw material for tomorrow's high-performance Internet worms. eEye did not publish "proof of concept" code this time (as they did for 2001's IIS worms) but that clearly doesn't matter.
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Jan. 9, 2002 — BugTraq reports another newer UPnP Denial of Service exploit against Windows XP, ME, and other Microsoft UPnP-equipped machines.
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The SecurityFocus archive has the details


	


Why did this disaster happen?
The Universal Plug and Play service (UPnP), which is installed and running in all versions of Windows XP — and may be loaded into Windows 98 and ME — essentially turns every one of those systems into a wide-open Internet server. This server listens for TCP connections on port 5000 and for UDP 'datagram' packets arriving on port 1900. This allows malicious hackers (or high-speed Internet worms) located anywhere in the world to scan for, and locate, individual Windows UPnP-equipped machines. Any vulnerabilities — known today or discovered tomorrow — can then be rapidly exploited.
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(Note that when enabled, XP's built-in Internet Connection Firewall (ICF), and some third-party personal firewalls, are effective in blocking this external access.) 
Can't anyone make an honest mistake?
Of course . . . but this was intentional, and Microsoft has still not learned their lesson:  Do not enable Internet servers to be running, by default, in consumer computers. The last time Microsoft did this, the server was called "File and Printer Sharing". The insecurity of that decision has caused untold customer damage through the years and it still causes serious problems. 
Consequently, the most troubling aspect of this issue is that the POTENTIAL for this insecurity was intentionally and needlessly designed into Windows XP from the start. ALMOST NO ONE uses or needs to have Universal Plug and Play enabled today. Yet every copy of Windows XP sold has it enabled and running by default. 

Conclusion

As noted in Edinburgh minutes (doc 1N1217):

“Cheshire of Apple Computer then introduced document and N1164 Bonjour Protocol Description, and he then proceeded to give a detailed description and a demonstration of Bonjour.  He described Bonjour as intended to accomplish the same functions as UPnP but with more efficiency and with additional capabilities.  He noted that Bonjour had been proposed to be adopted by the UPnP Forum, but had been vetoed by Microsoft.  He added that there were over 100 million copies of Bonjour in the market, that it was distributed free, and that it had none of the troubling IPR (intellectual property rights) issues that appear to occur with the UPnP protocol.  Finally, he recommended that the Bonjour protocol, or parts of it, be considered for adoption as might be appropriate by WG1.

Munro commented that the Interoperability project was considering all relevant protocols, but needed to end up with a standard that addressed all interoperability requirements and that could be accepted by all parties as an open standard.  Barta added that, according to the IEC Secretary General, in order for proprietary patented material to be included in a standard, it must be considered “essential” to the standard, and then the secretariat would need to request and receive a RAND declaration letter from the patent holder.”

Therefore, considering again the elements, presented in Bruxelles & Edinburgh in 2005, we should reject UpnP of our standards, as long as:

· there are licenses & patents with Microsoft company,

· the security of operations is not compatible with what we need for residential use.

