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Resolution of comments on SC 25 N 1358 : ISO/IEC FCD 14543-5-1: Information technology – Home Electronic System (HES) Architecture – Intelligent grouping and resource sharing for HES Class 2 & Class 3 – Part 5-1: Core Protocol

E: editorial, G: general, T: technical

	Page
	Line
	Clause
	E/G/T
	ID
	Comment
	Proposed change
	Resolution
	Implementation

	00
	
	
	G
	BE
	As the intended international standard will consist of more parts than the one currently under vote, it is essential that this standard will only be published after the publishing of the currently still missing parts.
	
	Disagree. As noted by the Secretary, it is not necessary to delay the publication of part of a multi-part standard because Part 1 does not depend upon the other parts of the IGRS specification.
	Not action required

	00
	
	
	G
	DK
	The documents 25N1362 and 25N1358 specifies parts of a system and it is necessary to know the specifications for the whole system before the suitability of the individual parts can be assessed.

It is requested that the whole series of 5 parts are circulated in parallel and the two present parts are put on hold until this can be achieved.
	Put the documents 25N1362 and 25N1358 on hold until the other three can be circulated.
	Accepted. Even though it’s not necessary to review all the parts in order to judge IGRS Part 1 and 4, the rest of the IGRS specifications have already been submitted to SC25 on September 30 and were distributed as attachments in 25N1417 on October 18. (The English translation of Part 3 will be available in December.) All experts should be able to review these documents now.

It’s a misconception that all parts of IGRS standards are needed in order to build compliant IGRS products. Here is the IGRS framework:

IGRS Part 5-1: Core Protocol specifies a message-exchange and device interaction mechanism among different devices. It defines a series of device and service interaction/invocation standards, including device and service discovery protocol, device and service description, service invocation, security mechanisms, etc.

IGRS Part 5-2 (relabeled Parts 5-21 and 5-22): Application Profile is based on the IGRS Core Protocol. It defines a device and service interaction mechanism, as well as application interfaces used in IGRS Basic Applications.

IGRS Part 5-3: Basic Application includes an IGRS basic application list. It defines a basic application framework and addresses operation specifics (device grouping, service description template, etc.), function definitions, and service invocation interfaces.

IGRS Part 5-4: Device Validation defines a standard method to validate an IGRS-compliant device.

IGRS Part 5-5: Device Types defines IGRS Device types used in IGRS applications.

IGRS Part 5-6: Service Types defines basic service types used in IGRS applications.

Therefore, it can be concluded that Part 1: Core Protocol allows devices to talk and understand each other; Part 4 validates devices based on the core protocol, and the rest of the parts define specific applications. It is possible to build an IGRS compliant device with no application by just following the specifications in Parts 1 and 4.
	Parts 1, 21, 22, 3, 4, 5 and 6 have been distributed in SC 25 as CD and FCD respectively.

Further parts 2x are expected.

	00
	
	
	G
	SE001
	It is not possible to judge this document without access to the specifications that belongs to 14543-5 series of specifications. Only after these have been analyzed can the present document be judged.
	
	See response in DK
	See DK

	00
	
	
	G
	US1
	(original US comment on CD ballot)

It is indicated that the proposed document ISO/IEC CD 14543-5-1 is only one part of the 6-part IGRS Specification.  The specifications in the other parts are required to understand how Part 1 can be implemented to support the market applications as described by the IGRS 1.0 specification.  In addition, it is noted that knowledge of specifications in the other parts is needed to understand the interfaces to the proposed CD 14543-5-1 specifications to ensure there are no implementation issues.  Finally, without the additional specifications, it is difficult to determine the overlap/differentiation with other home networking standards in the market.
	The efforts to prepare the recent submissions of IGRS Parts 21, 22, 5 and 6 to SC25/WG1 are appreciated.

It is requested that the remaining IGRS Part 3 be submitted as soon as possible. 
	Agreed. The English translation of Part 3 will be available in December.
	See DK

	00
	
	
	T
	CH 01
	An open list of options prevents interoperability not only with UPnP but also between IGRS products from different sources.
	Specify a single encryption algorithm for a group of actions by reference of an international standard. Seek advice from JTC 1 SC 27 in selection of this standard(s). Use of the same algorithms as UPnP is preferred.
	Accepted. Encryption implementation of device interaction is not often required in most common home network application scenarios for most users. Therefore, the ONLY required security mechanism in the IGRS core protocol is the default “no security”. However, if an implementer decides to use security in their IGRS service, Identity authentication and message authentication mechanism based on symmetric-key cryptosystem shall be required as the minimum method to ensure interoperability based on security. Any additional security mechanisms may still be used by simply matching a higher level implementation as specified in 8.1.5.3 to 8.1.5.5.

There is no interoperability problem between IGRS and UPnP with regard to security since both standards refer to some of the same well-know security algorithm standards such as SHA-256, AES and RSA-1024 etc.
	No action required

	00
	
	
	G
	DE_04
	This standard shall clearly specify the requirements products have to meet.
	Replace considerations with specifications and avoid options that are not essential to meet different user requirements, e.g. page 35, line 1039. In case options have to be specified also specify the rationale for a choice between the options.
	See response in CH01. Will add minimum security requirement and some design rationale
	No action required

	00
	
	
	G/Ｔ
	J01
	It should be made the copyright issue clear with UP&P specifications.
	
	Noted. It was confirmed by the SC25 Secretary that there is no longer any copyright issue regarding to the UPnP specifications due to its submission into ISO/IEC.
	No action r

See also SC 25 N 1446 and N 1478

	00
	
	
	G
	FI
	We do have serious concerns about IGRS: 

 (1) IGRS intentionally sends non-UPnP messages on a multicast address and port that are reserved at IANA for UPnP only, which may interfere with the operation of UPnP devices; and

(2) they've only submitted PART of the IGRS specs; where are the rest?
	
	1) Disagree. This comment was already resolved during NP/CD ballot since IGRS multicast port and address are different from the ones used in UPnP. UPnP uses port 1900 while IGRS uses port 3880 (reserved by IGRS at IANA). There is no interference problem between IGRS and UPnP devices.

2) See response in DK
	1) no action required to implement the resolution as written.

But co-existence and interoperability are very different

2) see DK

	00
	
	
	G
	DE_01
	The German National Body abstains from voting on 25N1358 and 25N1362, but nevertheless supports the development of international standards for IGRS. A full assessment of IGRS will only be possible if the text has been further improved and the missing parts are available for analysis.
	
	Noted, thank you. Please see response in DK
	No action required

	00
	
	
	G
	DE_03
	Reference to "IGRS standard" is not specific enough.
	Replace at multiple places "IGRS standard" e.g. on page 47 with reference to specific clause of ISO/IEC 14543-5-x.
	Accepted. Will add clause references.
	Done 

	00
	
	
	G
	DE_05
	An international standard must not be a moving target.
	Replace normative references to Internet addresses the content of which are subject to change and outside the control of ISO/IEC with reference to international standards or a subclause of ISO/IEC 14543-5 also in cases where this still has to be developed., e.g. line 1163, table 7, table 8, table 9 contain a number of references to Internet addresses and consortia specifications.
	Accepted. Will insert the contents of normative references to internet addresses into an IGRS Annex. In addition, will put disclaimer on the URL to clarify that in case of discrepancy, the contents in the standard shall prevail. 
	No action needed to implement the resolution as written. But the resolution does not meet the requirement for interoperability that was subject of approval of the NWIP & JTC1 resolution on consistency.

	00
	
	
	  G
	IT 1
	We confirm our position expressed for SC 25 N 1275  and recorded in SC25N 1357. Further we agree with other countries concerning absolute need of aligning IGRS with UPnP into one consistent standard .
	
	Disagree. While alignment is very important in helping to reduce market confusions, however, it will take significant efforts and commitment from both organizations to achieve full alignment since there are millions of IGRS and UPnP products currently available in the market.
Another approach to solve the market fragmentation problem is to achieve interoperability between IGRS and UPnP. Interoperability may be realized by various means including bridging, protocol mapping or translation etc. It should be noted that the WG1 experts are considering the needs to allow for different home networking standards to co-exist under a common interoperability framework. IGRS will be actively participating in the development of interoperability framework project undertaken by the WG1 experts.
	No action taken at this time

	00
	
	
	  G
	IT 2
	Finally, to ensure compatibility with the entertainment world, we ask for the priority start of a close cooperation with IEC TC 100
	
	Noted. We welcome any comments from IEC TC100. 
	No action taken at this time

	00
	
	
	G
	NL
	We support IGRS's efforts to develop a mature international standard for home networking by close cooperation with UPnP and DLNA for optimal interworking of home networking products on the market.
	
	Noted. Thank you
	No action taken at this time

	00
	
	
	E/G
	DE_06
	The general style of ISO/IEC standards shall be used.
	Headings, titles of figures and tables shall be in lowercase, there shall not be hanging clauses, e.g. text before 9.2.3.1.1
	Accepted
	Done when marked changes are accepted

	00
	
	
	E/G
	DE_07
	This standard is very hard to read.
	Add cross-references to the text e.g. line1620.
	Accepted, will add cross references
	Partly done 

Still a lot of could be improved

	4
	125
	CONTENTS
	E
	J02
	To see J01, and all other descriptions of  “SSDP”.
	
	See response in J01
	See J01

	4
	131
	CONTENTS
	E
	J04
	To see J011, and all other descriptions of  “GENA”.
	
	See response in J01
	See J01

	9
	295 to 298
	Introduction
	G
	DE_08
	This clause mentions IGRS Part-2: Application Profile, which has not been submitted as CD yet. As part of the comments resolution in Tours, a commitment was made to submit this part within six (6) months. Because this has not happened there was not sufficient time to evaluate the full protocol set.
	IGRS Part-1: Core Protocol should not be sent out for FDIS ballot before the missing parts have been reviewed in the CD stage.
	See response in DK. Please note that the 6-month commitment was met as Parts 2, 5, 6 were submitted on September 30.
	Parts 21 and 22 have been distributed in SC 25 as CD. Additional parts 2x are expected.

	9
	299 to 303
	Introduction
	G
	DE_09
	This clause mentions IGRS Part-3: Basic Application, which has not been submitted as CD yet. As part of the comments resolution in Tours, a commitment was made to submit this part within six (6) months. Because this has not happened there was not sufficient time to evaluate the full protocol set.
	IGRS Part-1: Core Protocol should not be sent out for FDIS ballot before the missing parts have been reviewed in the CD stage.
	See response in DK. Please note that the 6-month commitment was met as Parts 2, 5, 6 were submitted on September 30. The English translation of Part 3 will be available in December.
	Part 3 has been distributed as CD in SC 25

	9
	306 to 307
	Introduction
	G
	DE_10
	This clause mentions IGRS Part-5: Device Types, which has not been submitted as CD yet. As part of the comments resolution in Tours, a commitment was made to submit this part within six (6) months. Because this has not happened there was not sufficient time to evaluate the full protocol set.
	IGRS Part-1: Core Protocol should not be sent out for FDIS ballot before the missing parts have been reviewed in the CD stage.
	See response in DK. Please note that the 6-month commitment was met as Parts 2, 5, 6 were submitted on September 30.
	Part 5 has been distributed as CD in SC 25

	9
	308 to 309
	Introduction
	G
	DE_11
	This clause mentions IGRS Part-6: Service Types, which has not been submitted as CD yet. As part of the comments resolution in Tours, a commitment was made to submit this part within six (6) months. Because this has not happened there was not sufficient time to evaluate the full protocol set.
	IGRS Part-1: Core Protocol should not be sent out for FDIS ballot before the missing parts have been reviewed in the CD stage.
	See response in DK. Please note that the 6-month commitment was met as Parts 2, 5, 6 were submitted on September 30.
	Part 6 has been distributed as CD in SC 25

	10
	326 
	2
	T
	DE_02
	In its shortness clause 2 is misleading.
	List all normatively referenced documents including those in the internet with their full title and date in cases where a specific version and not any version may be used. 
	Accepted. Will add normative reference
	Partly done 

Still a lot of normative references are missing and do not meet Directives

	10
	326
	2
	T
	DE_12
	Normative references are missing.
	List all the specifications that are referenced normatively, e.g. FIPS-140 on page 32, RFC2234 on page 3,WSDL2.0  91155 6.
	See DE02
	Partly done 

Still a lot of normative references missing or not available please see attached list of references

	14 f.
	451 f.
	5.1, Figure 1
	T
	DE_17
	Figure 1 shows IGRS Basic & Extended Applications. For Basic Applications reference is made to IGRS Part 5-3: Basic Applications. It is unclear where extended applications are defined and what constitutes extended applications compared to basic applications.
	Add a paragraph that explains the difference between basic and extended applications and points out where the extended applications are defined. 
	Accepted. Extended applications are vendor-specific extensions based on IGRS Application profiles. It is not standardized in the IGRS specification and is allowed in the implementation. Will clarify in clauses 5.1 and 5.4.
	Done

	14
	464
	5.2
	E
	DE_13
	“The IGRS Core Protocol, specified in ??, defines […]”. This is the document that specifies the IGRS Core Protocol.
	Delete “, specified in ??,”.
	Accepted. These texts including “??” were inserted by the Secretary during his previous edit in May and was erroneously used as the final FCD submission. Will revise.
	implemented

	14
	464
	5.2
	T/E
	J06
	Should be define the description of “??”
	?
	Accepted. 
	implemented

	14
	479
	5.3
	E
	DE_14
	“An IGRS Application Profile, specified in ??, is a […]”. 
	Change to “An IGRS Application Profile, specified in ISO/IEC 14543-5-2, is a […]”.
	Accepted. 
	implemented

	14
	479
	5.3
	T /E 
	J07
	To see J06
	
	See response in DE14
	implemented

	15
	485
	5.4
	E
	DE_15
	“IGRS applications, specified in ??, are based on […]”.
	Change to “IGRS applications, specified in ISO/IEC 14543-5-3: Basic Applications, is a [….]”.
	Accepted. 
	implemented

	15
	485
	5.4
	T /E 
	J08
	To see J06
	
	See response in DE15
	implemented

	15
	490
	5.4
	E
	DE_16
	“[…] IGRS Device, as defined in ??.”
	Change to “[…] IGRS Device, as defined in ISO/IEC 14543-a 5-5: Device Types.”
	Accepted. 
	implemented

	15
	490
	5.4
	T /E 
	J09
	To see J06
	
	See response in DE16
	implemented

	16
	501 to 506
	5.5
	E
	DE_18
	This clause is titled “IGRS & Other Standards”. This information should appear under clause 2, Normative References.
	Add the specifications quoted normatively in 5.5 to clause 2, Normative References. Differentiate between International Standards and other normative references like those published by W3C.
	See DE02, will add normative reference
	Implementation open

	32 ff
	902 to 1050
	8.1.5
	T
	DE_20
	It is impossible to guarantee interoperability when multiple security algorithm are allowed including options that are not based on international standards
	Only specify the single method based on an international standard for each application.
	See response in CH01
	No action required

	32 ff.
	902 to 1050
	8.1.5
	T
	DE_22
	The security algorithms required for IGRS shall be published as a standard.
	Add a reference to the standard(s) in clause 2, Normative References.
	See response in CH01
	No action required

	32 ff.
	903 to 1050
	8.1.5
	T
	DE_19
	Clause 8.1.5 covers security algorithms for identity authentication, message authentication, and encrypted message transmission. Table 4 lists a number of security algorithms. It is unclear if all these have to be implemented by an IGRS compliant device. If all have to be implemented this is an undue burden on low cost devices. If only a selection at the discretion of the vendors may be implemented then interoperability with regards to security algorithms between IGRS devices is most likely limited to the default case – no security.
	Specify a minimum of security algorithms by reference to international standards and thus ensure interoperability between devices of different vendors:

e.g. algorithm for authentication ( SHA-256

e.g. algorithm for encryption ( AES-128-128

e.g. algorithm for key exchange ( RSA-1024 

In order to support interoperability with UPnP using the same security algorithm as UPnP is strongly recommended.
	See response in CH01
	No action required

	32 ff
	963 ff
	8.1.5.3
	T
	DE_21
	Specifications are missing.
	Replace "??" with normative references.
	Disagree. These texts including “??” were inserted by the Secretary during his previous edit in May and was erroneously used as the final FCD submission. Will delete “see ??” because it is not necessary to specify the algorithm standard since 1) the random number generator algorithm is a well-known industry implementation; 2) the requirement is not about putting restrictions on the algorithm that is used to generate challenge value, key etc. but rather about using some random number generation method to produce key values. The method itself is unimportant and does not require normative reference in this clause.
	No action required

	33
	963
	8.1.5.3
	T /E 
	J10
	To see J06
	
	See response in DE21
	No action

	35
	1064
	8.1.5.4
	T
	DE_23
	To many options endanger interoperability.
	Shorten the list of options and delete the sentence "this list May be extended    … algorithms”.
	See response in CH01
	“more” replaced by “additional”

	140 ff
	
	Annex A,

Annex B
	E


	US2
	The source of the normative texts in Annex A: Simple Service Discovery Protocols (SSDP) and Annex B: General Event Notification Architecture (GENA) should be clarified.
	Resolve copyrights/referencing issues as appropriate. (see also US3)

The U.S. acknowledges receiving a proposal from China in 25n1424 regarding copyright issues and will consider the contents during the resolution of comments on the FCD.
	Accepted. Please see below for the detailed resolution:

1) SSDP: IGRS service discovery protocol has many differences in the header definitions, message length, multicast port and the additions of grouping advertisement fields, security list etc as comparing with SSDP specified in ISO/IEC 29341. They are essentially two different protocols with some similarities in message syntax only. Because of these major differences, we must remove any duplication in the definitions by replacing all instances of SSDP in the document with that of ISDP. Appropriate SSDP reference has already been added to the Bibliography section of the document. 

2) GENA: Upon further investigation, we found that GENA and IGRS had only one thing in common - that both had extended HTTP header and method - NOTIFY. IGRS did NOT use any definitions specified in the GENA protocol. 

Therefore, the solution is to remove all references to GENA and to delete Annex B in ISO/IEC 14543-5-1.
	See J01. See also SC 25 N 1446 and N 1478

	00
	
	All
	T
	US3
	The texts of SSDP and GENA protocols described in this document have significant similarities to the definitions and descriptions of SSDP and GENA protocols standardized in ISO/IEC 29341 (which has passed international ballot). 
	Proposed options:

Option 1:  Replace Annexes A and B with direct reference to ISO/IEC 29341 sections on SSDP and GENA.  Modify the IGRS Part 1 specification as appropriate to adopt the protocols as defined in the Annexes. Use UDA extension mechanisms for any IGRS extensions and additions.

Option 2: Replace Annexes A and B with direct reference to ISO/IEC 29341 sections on SSDP and GENA.  Update IGRS Part 1 specification as appropriate with text which explains the differences/changes compared with the ISO/IEC 29341 descriptions and defined usages of SSDP and GENA protocols.

Option 3. Remove all text that reference SSDP and GENA protocols.  Define new protocols for device/service discovery, device advertisement etc. that are unique and different from SSDP and GENA as defined in ISO/IEC 29341.
	Disagree. Please see US2 for detailed changes. Instances of “SSDP” will be renamed to “ISDP” globally. GENA reference is irrelevant to the IGRS Core Protocol spec (ISO/IEC 14543-5-1) and consequently, it was deleted entirely.
	Option 3 is implemented since the name SSDP is replaced with ISDP in annex A, The left use of ssdp is explained.

In the addition of Annex B is deleted

	140
	2400
	Ax A
	T
	J03
	To see J01
	
	See response in J01
	See Jp01

	140 f.
	2400 to 2476
	Annex A
	E
	DE_24
	Annex A (normative) describes the Simple Service Discovery Protocols (SSDP).

SSDP has already been defined as part of ISO/IEC IS 29341 (UPnP). Whenever standards already exist they shall be referenced. 
	Remove Annex A (SSDP) and replace it with a normative reference to ISO/IEC IS 29341. 

Add this normative reference to Clause 2, Normative References:

“ISO/IEC 29341, Information technology – UPnP device architecture 1.0“  

Add this definition to Clause 3.1, Definitions :

“3.1.x Simple Service Discovery Protocol (SSDP)

The Simple Service Discovery Protocol (SSDP) provides a mechanism whereby network clients, with little or no static configuration, can discover network services. Refer to ISO/IEC 29341, Information technology – UPnP device architecture for the detailed SSDP Message Format.”
	Disagree. See response in US3
	Annex A is renamed and changed. 

No normative reference to ISO/IEC 29341 is provided.

	140 ff.
	2400 to 2523
	Annex A
	T
	DE_25
	Annex A (normative) describes the Simple Service Discovery Protocols (SSDP) but also defines extensions to SSDP.

SSDP has already been defined as part of ISO/IEC IS 29341 (UPnP). Whenever standards already exist they shall be referenced. Additions to a standard should be made in the originating standard where possible.
	Remove Annex A (SSDP) and replace it with a normative reference to ISO/IEC IS 29341. 

Any additions to SSDP shall be brought to the UPnP Forum for addition into the UPnP Device Architecture as part of an alignment process between IGRS and UPnP as discussed in JTC1 SC25 WG1.
	Disagree. See response in US3
	Annex B is deleted. 

No further action.

	143 f.
	2524 to 2563
	Annex B
	E
	DE_26
	Annex B (normative) describes the General Event Notification Architecture (GENA).

GENA has already been defined as part of ISO/IEC IS 29341 (UPnP). Whenever standards already exist they shall be referenced. 
	Remove Annex B (GENA) and replace it with a normative reference to ISO/IEC IS 29341. 

Add this normative reference to Clause 2, Normative References:

“ISO/IEC 29341, Information technology – UPnP device architecture 1.0“  

Add this definition to Clause 3.1, Definitions :

“3.1.x General Event Notification Architecture (GENA)

The General Event Notification Architecture (GENA) allows a subscriber to receive change of state of notifications from publishers. Refer to ISO/IEC 29341, Information technology – UPnP device architecture for the detailed GENA Message Format.”
	Disagree. See response in US3
	Annex B is deleted. 

No normative reference to ISO/IEC 29341.

	14§ ff.
	2524 to 2596
	Annex B
	T
	DE_27
	Annex B (normative) describes the General Event Notification Architecture (GENA) but also defines extensions to GENA.

GENA has already been defined as part of ISO/IEC IS 29341 (UPnP). Whenever standards already exist they shall be referenced. Additions to a standard should be made in the originating standard where possible.
	Remove Annex B (GENA) and replace it with a normative reference to ISO/IEC IS 29341.

Any additions to GENA shall be brought to the UPnP Forum for addition into the UPnP Device Architecture as part of an alignment process between IGRS and UPnP as discussed in JTC1 SC25 WG1.
	Disagree. See response in US3
	Annex B is deleted. 



	143
	2524
	Anx B
	T
	J05
	To see J01
	
	Disagree. See response in US3
	Annex B is deleted

	145
	2600
	Bibliography
	E
	J11
	GB/T is a Chinese Standard.
	GB/T specification should be deleted.
	Accepted. Will delete
	Line 2602 is deleted
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