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INFORMATION TECHNOLOGY — 
HOME ELECTRONIC SYSTEM (HES) — CENTRALISED MANAGEMENT PROTOCOL (CMP) FOR UBIQUITOUS HOME NETWORK SERVICES — 
Part 3: Remote management of networked home devices by user terminals
FOREWORD

1)
ISO (International Organization for Standardization) and IEC (International Electrotechnical Commission) form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC participate in the development of International Standards through technical committees established by the respective organization to deal with particular fields of technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

2)
In the field of information technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1. Draft International Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication as an International Standard requires approval by at least 75 % of the national bodies casting a vote.

3) The former decisions or agreements of IEC and ISO on technical matters express, as nearly as possible, an international consensus of opinion on the relevant subjects since each technical committee has representation from all interested IEC and ISO member bodies.

4) IEC, ISO and ISO/IEC publications have the form of recommendations for international use and are accepted by IEC and ISO member bodies in that sense. Why on all reasonable efforts are made to ensure that the technical content of IEC, ISO and ISO/IEC publications is accurate, IEC or ISO cannot be held responsible for the way in which they are used or for any misinterpretation by any end user.

5) In order to promote international uniformity, IEC and ISO member bodies undertake to apply IEC, ISO and ISO/IEC publications transparency to the maximum extent possible in their national and regional publications. Any divergence between any ISO/IEC publication and the corresponding national or regional publication should be clearly indicated in the latter.

6) ISO and IEC provide no marking procedure to indicate their approval and cannot be rendered responsible for any equipment declared to be in conformity with and ISO/IEC publication.
7) All users should ensure that they have the latest edition of this publication.
8) No liability shall attach to IEC or ISO or its directors, employees, servants or agents including individual experts and members of their technical committees and IEC or ISO member bodies for any personal injury, property damage or other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and expenses arising out of the publication of, use of, or reliance upon, this ISO/IEC publication or any other IEC, ISO or ISO/IEC publications.

9) Attention is drawn to the normative references cited in this publication. Use of the referenced publications is indispensable for the correct application of this publication.
10) Attention is drawn to the possibility that some of the elements of this International Standard may be the subject of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
ISO/IEC 29104 consists of the following parts, under the general title Information technology — Interconnection of information technology equipment — Centralized Management Protocol (CMP) for Ubiquitous Home Network Services:

· Part 1: Remote Management of Residential Gateways

· Part 2: Remote Management of Application Servers
· Part 3: Remote Management of Networked Home Devices by User Terminals
INTRODUCTION

Home Network is an information infrastructure that connects all the home appliances and the server groups located outside the home (See ISO/IEC 15045-1) and thus can provide Home Automation services, Care services, Security services, Entertainment services, Telemetry services, and more. 

Figure 1 shows the standardized home network infrastructure that allows the home network users to entertain and manage the various home network services that are provided in real time. These services are still available even when the users are outside of the home by using Web-PC or mobile terminals. For more detailed explanation on this introduction clause, refer to the introduction clause ISO/IEC 29104-1.
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Figure 1 – CMP architecture based on HOMS

This part of standard specifies the interface protocol between Home Network Management Server (HOMS) and user terminals which enables the home network users to control and manage home appliances from remote locations.

The remote management and control of home networked devices via cellular phones or any user terminals are considered one of the most distinguishing features of this standard. 
Information technology — Home Electronic System — Centralized Management Protocol (CMP) for ubiquitous home network services — Part 3: Remote management of networked home devices by user terminals
1 Scope

This part of ISO/IEC 29104 specifies the communication protocol called HOMS-User Interface Protocol (HUIP) for ubiquitous home network services that specifies the protocol for communication between HOMS and user terminals, as shown in  REF _Ref168561063 \h 
. The HUIP enables the home network users to control and manage home appliances from remote locations.
The scope of this standard is limited to interface protocols that can control networked home devices from remote locations. It does not define any interface between residential gateway and home devices or middleware standard.
The HUIP is running in the layers 3, 4 and 7 of the ISO OSI 7 Layers Reference Model (see ISO/IEC 7498) with sufficient details needed for the remote management of networked home devices by user terminals.
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Fig. 1 Users-HOMS Interface element

Figure 2 –  Relations between elements that take part in user terminal and HOMS interaction

2 Normative references
The following referenced documents are indispensable for the application of this document. For dated references, only the edition cited applies. For undated references, the latest edition of the referenced document, including any amendments, applies.

The provisions of the referenced specifications other than ISO/IEC, IEC, ISO and ITU documents, as identified in this clause, are valid within the context of this International Standard. The reference to such a specification within this International Standard does not give it any further status within ISO/IEC. In particular, it does not give the referenced specification the status of an International Standard.
ISO/IEC 15045-1, Information technology — Interconnection of Information technology Equipment — Home Electronic System (HES) — Part 1: A Residential gateway model for Home Electronic System
ISO/IEC 7498, Information processing systems — Open Systems Interconnection — Basic Reference Model
ISO/IEC 29104-1, Information technology — Home Electronic System (HES) — Centralised management protocol (CMP) for ubiquitous home network services — 
Part 1: Remote management of residential gateways
3 Terms, definitions, and abbreviations

3.1 Definitions

For the purposes of this International Standard, the definitions from ISO/IEC 29104-1 are applicable.

3.2 Abbreviations
For the purposes of this International Standard, the abbreviations from ISO/IEC 29104-1 and ISO/IEC 29104-2 are applicable.

4 Conformance clauses

HOMS conforming to this standard shall implement the HUIP manager interface supporting the various functions as specified in Clause 5.2, when user terminal is connected to HOMS from remote locations. The HUIP manager interface shall be provided for service implementation in the HOMS.
User terminals conforming to this standard shall implement the HUIP agent interface supporting the various functions as specified in Clause 5.3. The HUIP agent interface shall be provided for service implementation in the user terminals.
5 Interfacing protocol between HOMS and user terminal
5.1 Overview
This clause describes an interface protocol between user terminal and HOMS. This interface enables user terminal to control and manage networked home appliances from remote locations. It is also used to report control results and monitoring results to user terminal.
5.1.1 HUIP manager 

HUIP Manager performs the following functions when user terminal is connected to HOMS from remote locations:

· User access authentication processing 

· Device list query by user processing
· Device control by user processing
· Device state query by user processing 

· Device event subscription by user processing
5.1.2 HUIP agent 

HUIP Agent queries user terminal for user terminal’s characteristics and types. HOMS needs to know the type of user terminal since data format is different for different user terminals connected through wireless or wired connection. The HUIP agent performs the following functions:

· Provision for user terminal information processing
5.2 HUIP manager
5.2.1 General
HUIP interface provides service implementation methods for HOMS and user terminals. User terminal can manage and control home appliances through this interface. Specific descriptions for each function are as follows. 

5.2.2 User authentication

User terminal uses this function to request HOMS for authentication. The input parameters (authUser), see Table 1, contain user ID and password. HOMS returns authentication result as specified in Table 2.
Table 1 – Input parameter (authUser)

	Parameter
	Data Type
	Description

	userID
	string
	Service user ID

	userPasswd
	string
	Service user password


Table 2 – Output parameter (authUser)
	Parameter
	Data Type
	Description

	result
	Boolean
	Service user authentication success: true

Service user authentication failure: false


5.2.3 Home device list search
The user terminal calls getDeviceList (the home device list search function that does not contain a parameter) of the residential gateway for home device list search. The residential gateway searches for a home device list and returns information (home device ID, home device type and a device description URL) about searched home devices to the HOMS as specified in Table 3 and Table 4. 

Table 3 – Output parameter (getDeviceListResponse)
	Parameter
	Data type
	Description

	result
	Boolean
	home device list search success: true

home device list search failure: false

	deviceArray
	Array of device
	home device list information


Table 4 – Device
	Variable
	Data type
	Description

	deviceID
	string
	home device ID

	deviceType
	string
	home device type

	deviceDescriptionURL
	string
	home device description URL information


5.2.4 Home device control by user terminal
User terminal calls controlDevicebyUser function with home device ID, home device service name, home device control command and home device control command input parameter value as specified in Table 5. This function returns output value for command result, which can be a multiple values (see Table 6 and Table 7.).

Table 5 – Input parameter (controlDevicebyUser)

	Parameter
	Data Type
	Description

	deviceID
	string
	home device ID

	serviceName
	string
	home device service name

	actionName
	string
	home device control command

	variableValue
	array of argument
	home device control command input parameter value


Table 6 – Output parameter (controlDevicebyUser)

	Parameter
	Data Type
	Description

	result
	Boolean
	home device control success: true

home device control failure: false

	controlResultValue
	array of argument
	home device control command implementation 
result value


Table 7 – Argument 

	Parameter
	Data Type
	Description

	Name
	string
	home device control result state variable name

	Value
	string
	home device control result state variable value


5.2.5 Home device state query
User terminals queries information of various service states, which is provided by home devices through the home device state query function. 

The user terminal employs a home device ID, a home device service name and a home device state variable name as input values, and calls the home device state query function getDeviceState as specified in Table 8. The residential gateway returns the current value of a home device state variable requested by HOMS as specified in Table 9.

Table 8 – Input parameter (getDeviceStateRequest)
	Parameter
	Data type
	Description

	deviceID
	string
	home device ID

	serviceName
	string
	home device service name

	stateVariable
	string
	service state variable name


Table 9 – Output parameter (getDeviceStateResponse)
	Parameter
	Data type
	Description

	Result
	string
	service state query success: true

service state query failure: false

	stateResultValue
	string
	service state query result value


5.2.6 Home device service event application/release
This function shall apply and release an event occurring in a service provided by home devices.

The user terminal employs a home device ID, a home device service name, a home device state variable name, and service event application and release information as input values, and calls the service event application/release function (subscribeEvent) as specified in Table 10. If the service event application and release processing has been normally terminated, the true value is returned. Otherwise, the false value is returned (see Table 11.).

Table 10 – Input parameter (subscribeEventRequest)
	Parameter
	Data type
	Description

	deviceID
	string
	home device ID

	serviceName
	string
	home device control service name

	stateVariable
	string
	service state variable name

	subscriptionFlag
	Boolean
	service event application: true

service event release: false


Table 11 – Output parameter (subscribeEventResponse)
	Parameter
	Data type
	Description

	Result
	Boolean
	home device service event application/release success: true

home device service event application/release failure: false


5.3 HUIP Agent

HUIP agent interface is implemented in user terminals, which respond to the HOMS query through corresponding interface (see Table 12, Table 13 and Table 14.). 

Table 12 – Input parameter (getUserTerminalInfo)

	Parameter
	Data Type
	Description

	UserID
	string
	home device ID

	TerminalName
	string
	home device service name

	TerminalValue
	array of argument
	service state variable name


Table 13 – Output parameter (getDeviceStatebyUser)
	Parameter
	Data Type
	Description

	Result
	string
	service state query success: true

service state query failure: false


Table 14 – Argument 
	Parameter
	Data Type
	Description

	Type 
	string
	terminal type name

	Value
	string
	terminal type value


6 Security considerations
See clause 6 of ISO/IEC 29104-1.
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